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Abstract: CICIDS2017 dataset used in this research paper comes from the Canadian 
Institute for Cybersecurity and comprises of labelled and tagged benign and botnet 
traffic in PCAP files. We also used three NSL KDD IoT datasets - kddubei (Ghernaouti, 
2012), kddprediction (2012), kddaccessb (2012) obtained from the Australian Defence 
Science and Technology Group. In this paper, we perform a systematic and 
comparative performance evaluation of commonly used machine learning and deep 
learning algorithms to detect network intrusions. We evaluated the performance of 
these classification algorithms against four different datasets. The main focus being 
the use of these algorithms specifically in NIDSs, our comparative analysis will also 
focus on how these algorithms fare under various NIDS specific issues such as 
imbalanced data, scoring, etc. In recent times, there has been a growing trend of 
using machine learning (ML) and deep learning (DL) algorithms. Although much 
research has been conducted on IDSs, especially using NSL-KDD datasets, that 
propose various methods to detect intrusions and achieve high detection rates, the use 
of ML and DL in NIDSs is still relatively new, and especially there are only a scarce 
number of studies that perform a comprehensive and systematic comparison of the 
performances of various machine learning algorithms and deep learning models. 
NIDSs are one of the most prominent components of any network's security 
infrastructure. With the rise in cyber-crime, NIDS usage and deployment have 
become an essential need. A number of approaches have been devised to detect 
malicious traffic across the networks, and all of them employ different techniques to 
either store the signatures of known intrusions and then use these signatures to match 
the incoming traffic packets through machine learning algorithms. 

The standard field of NIDS was developed to categorize a universal limit of rules in 
community communication. However, a huge variety of the structure completely 
outperformed the static talents. Under a smaller era of the model, network 
structures have gained from factory knowledge and destiny data requirements 
under NIDS preparation. Just like NIDS examination, they are created through 
structures of hidden nodes fed on a large number of perhaps protected statistics 
that require to be apprehended, so that certain non-linear Olin's can be adjusted 
individually to discover other patterns. The increase in community stakes and the 
complexity develops a direct trend in using mechanized gears to aid in solving the 
problem of cybersecurity. The network intrusion detection (NIDS) systems 
monitor packet exchange associated with network connections with the main goal 
of identifying unauthorized usage [30]. 
Nowadays, the actual communication and exchange of information are entirely 
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dependent on the internet. But when the concept of online services was 
introduced, the internet was not designed to take into account security aspects. 
Security has become a significant and everlasting issue in the World Wide Web 
(WWW) over the last few years. Network security has been the main point of 
concentration for the last few decades after the inception of Field-Vital 
Networking Working Groups. As a result, a bunch of accelerating detection 
approaches have been introduced to protect systems and cell security. Network 
Intrusion Detection System (NIDS) is a very important component for any region 
of system security. Many cyber organizations tested their strength of securitization 
by building different types of NIDS [23]. 

NetGuard, an efficient and scalable network intrusion detection framework, is 
proposed. The machine learning-based network traffic classifier is introduced, 
which defends against malware algorithms and botnets from sophisticated 
distributed or direct attacks [18]. It reduces the risk of false positive and false 
negative as well. A new RAMBO technique is introduced, which employs semi-
supervised learning for training and updating the learning model by an 
incremental learning algorithm. With the help of network flow features, they train 
and update the machine learning model in real time. Nitin and Dua proposed a 
new method to develop the Intrusion Detection System with a hybrid genetic 
algorithm and Random Forest classifier [26]. The proposed method uses KDD-
Cup 99 Dataset for experimentation. Due to the stationary distribution of data 
instances, the KDD Dataset is not able to detect the traffic. The machine learning 
model identifies only the majority classes due to their high distribution in the data 
instance set [38]. 
In this section, we discuss the literature review on different machine learning 
algorithms for the network and performance monitoring systems. Some of the 
works used Support Vector Machine, Random Forest, K-Nearest Neighbor, and 
Deep learning on NSL-KDD dataset specifically. Subbalakshmi and Gnanadurai 
used Naive Bayes, Decision Trees, K-Nearest Neighbor, and Neural Network 
algorithm on KDD-Cup 99 and DARPA dataset [22]. Zakariah, et al. [43] described 
an artificial immune system that monitors the IT security of the network, whereas 
Medhat and Hassan utilize the feature selection technique for intrusion detection 
with different types of attacks in the network based on the machine learning 
algorithm. Alanazi and Hassan used Multilayer Perceptron (MLP) and Radial 
Basis Function (RBF) for the multiclass classification problem, and their results 
show the accuracy of 89.52% and 92.21% respectively for the detection of intrusion 
in the network. Many of the studies discussed in table-1 show that the machine 
learning algorithm can play a significant role in the detection of intrusion in the 
network as compared to the traditional rule-based methods [13]. 

In the proposed comparative analysis of the various models, we first prepare the 
dataset. We scale and normalize the NSL-KDD dataset, which is an extension of 
KDD 99. The unwanted categorical features are encoded, and then the dataset is 
standardized to improve the performance of the model. These attributes are 
divided into different categories, which are separated as (i) basic features, (ii) 



 

 

 

traffic features, and (iii) content features. The features table allows the observation 
of features involved in the dataset. We perform a feature selection process to make 
the dataset more effective and efficient with the use of the Recursive Feature 
Elimination (RFE) approach [43]. Initial experimental results have shown that 
RFE with Standard Function (SF) has proven effective. Then the classification 
models are finally applied to evaluate the network intrusion. For our study, three 
classification algorithms are employed to explore the network traffic detection 
with a deep learning approach. Millisec, while R2L and U2R attacks are detected 
based on the observation of the previous two trials [15]. 
The development of a network intrusion detection system (IDS) is essential to 
ensure the security of the network. The IDS uses a classification algorithm to 
distinguish between normal and abnormal activities to prevent and respond to 
malicious activities. Machine learning (ML) and deep learning (DL) are the best set 
of classification techniques and are very popular in the field of network activity 
mining. Researchers at various levels are conducting various experiments to ensure 
the level of performance of different classifiers. Considering this, the proposed work 
aims to provide a comparative performance evaluation of various ML and DL 
models in network intrusion detection [37]. The evaluation and comparison of 
classification techniques are done with the help of NSL-KDD dataset, which is a 
benchmark for finding the effectiveness of different models. The paper is 
implemented in three stages. The first phase consists of dataset preparation followed 
by feature selection in the second phase. The third and final phase consists of 
training and testing different models to predict the class labels [10]. 

The CICIDS-2017 dataset has been chosen to better which is publicly available 
freely, versatility and mobility were raised after production by softmax 
normalization. It is situated into 2 subsets: the original and the big. The big data is 
considered to have much more versatility in detecting intrusions, which is 
included nearly 40 GB, while the other is 6 GB. Both subsets have 80 features. Its 
5 file formats have various included attack commands shown as follows: Thursday 
and Friday include DDoS attacks, Thursday contains DoS attacks [40]. 
Furthermore, other labs with no attack commands were shared as normal traffic. 
We separated files in terms of a kind of commands and clarified directions. Into 
the mixed directory, each kind of command is separated into 2 folders, with any 
normal traffic flowing to the first and last into connection [34]. 
Tools comparison data collection. The NSL-KDD dataset is popular in the network 
intrusion detection field. It has 3 versions: full train and test, 10% train and test, 
cross-fold train and test, which are optionally used most in classifier performance 
measurement. But its 41 features store information about network connections, 
exactly 22 features describe the particulars of network connections [35]. It was 
synthesized to improve the out-of-date dataset KDD’99. In each connection, 29 
features were generated on purpose to distinguish attacks from normal. An anomaly 
detection dataset was used in LSTM network to implement the LSTM model [3]. 

Originally, features could be extracted according to each level of the Internet protocol. 
Many research reports have evolved into practical projects such as the BRO intrusion 



 

 

detection system, including Intel's other open-source software contributions for 
cybersecurity, and various data-driven inspection systems based on very high-speed 
commercial networks that are also available in the open-source market. WHOIS data 
sets and domain-ranked information and label transfer systems are also 
representative feature extraction methods, according to relationships between 
connections or by studying specific Web connection interaction patterns [25]. 
Although these procedures include consideration, no follow-up licenses data sets 
should be collected and experiments conducted when deciding the discrimination 
capabilities of the machine learning algorithm. In order to detect the unknown 
malware or possible new intrusions, the features must also contain complete 
behavioral data of users and network devices related to the event [20]. 
Feature selection is an important stage in machine learning and plays a vital role 
in network intrusion detection systems (NIDS). It highlights the fact that, while 
some machine learning algorithms may perform well, there are often far too many 
selections of which features to use for the significant reduction of the overall 
workload for intrusion detection [11]. Features need to be discriminating and 
relevant for the NIDS with as few false positives, and should be evaluated before 
being passed into the machine learning algorithms. Inspired by recent machine 
learning successes, researchers have extended deep learning to energy efficiency, 
data caching, and data analysis applications. Data mining is introduced to achieve 
computer systems with big data and low data industry standards of intrusion 
detection [32]. 

We do not remove any feature prior to evaluation, but after preprocessing it, we 
reduce the dimensionality of the data with the VTS. Feature selection helps to reduce 
overfitting, improve accuracy, and the effective time of analysis. It leads to 
simplification of models, and therefore, they are more interpretable. It is important 
to always apply techniques like the scree-plot to ascertain feature importance or 
Mann-Whitney U test in binary classification problems. Feature selection methods 
should be implemented on broad lines. Our observation solicits more research in 
finding physically significant features of the NSL-KDD dataset [28]. 
Preprocessing steps comprise of four main activities: 1) Cleaning, 2) Normalization 
or scaling, 3) Feature engineering, and 4) Dimensionality reduction. For cleaning, 
we do the imputation of missing values, and for normalizing our data, we apply 
Min-max or Z-score standardization. For some algorithms like the K-Nearest 
Neighbor and in our case CNN, data with outliers affect the algorithm's 
performance, so we treat them accordingly to mitigate their effects. We apply three 
types of scaling methods to our data: Min-max, log, and Z-score respectively. 
These are common scaling methods [39]. 

Decision Tree (DT) 

A decision tree (DT) is a supervised learning algorithm used for classification and 
can be used in regression tasks. It builds a classifier by scrutinizing the input 
feature vector and produces a class label. It divides the decision space into 
rectangular regions and assigns a class label to each decision region. The regions 



 

 

 

are constructed such that the estimated class labels throughout are as consistent as 
possible [14]. DT is appealing as it can be used to elucidate complex decision rules 
and is easy to interpret, unlike classifiers such as Artificial Neural Network and k-
nearest neighbor classifiers. Supervised Decision Tree has both a training phase, in 
which the concept represented by a DT is derived for an input feature set, and a 
test phase, in which a learned model is used to classify new input samples [19]. DT 
works by repeatedly comparing the training's output, by making decisions based 
on input features using an appropriate threshold value. A learning algorithm 
known as ID3, which was designed to generate Decision Trees from training data 
that minimizes the average number of tests for its test phase, was first introduced 
by Quinlan [2]. The results of the machine learning algorithms without 
normalization shown in Table 1: 

Table 1. Without Normalization Results [27]. 

Algorithms 
Accuracy Precision Recall FI-Scare 

(%) (%) (%) (%) 
Naïve Bayes (NB) 80.2 96 57 71 

Decision Tree (DT) 88.4 96 87 91 
K- Nearest Neighbors (KNN) 73.3 91 72 81 

Random Forest (RF) 89.1 95 85 90 
Support Vector Machine (SVM) 88.2 88 87 87 

Linear Model 

Table 2. With Normalization Results [27]. 

Algorithms 
Accuracy Precision Recall FI-Scare 

(%) (%) (%) (%) 
Naïve Bayes (NB) 75.8 97 52 68 

Decision Tree (DT) 88.1 96 86 91 
K- Nearest Neighbors (KNN) 87.1 95 82 89 

Random Forest (RF) 89.5 96 86 91 
Support Vector Machine (SVM) 87.5 86 88 87 

A linear model is an ordinary machine learning model that has been widely used in 
a variety of classification problems. Its decision function is learned using a linear 
equation of the input features, which is f(x) = wTx + b. Here, w is the weight 
parameter, x is the input features, and b is the bias. The decision is made based on 
the sign of f(x), where if f(x) > 0, the sample belongs to one class, and if f(x) < 0, 
the sample belongs to another class. An example of a linear model is logistic 
regression. It implements linear regression algorithms using the logistic function 
as the decision function [41]. The logistic function is defined as logit(x) = f(x) = 1 / 
(1 + e^(-x)). Given the input features X of m instances and n features, where now 
each row m represents an instance and each feature n represents columns, the 
decision function of logistic regression is given as Z = f(X) = -1 / (1 + e^ (-XW + 
b)). Here, X is an instance, and W is the weight matrix with n rows and 10 
columns. The results of the machine learning algorithms with normalization 
shown in Table 1: 

8.2. Convolutional Neural Networks A convolutional neural network, which is also 
called a CNN, ConvNet, or shift invariant or space invariant artificial neural 



 

 

network, is an artificial neural network made up of neurons that attempt to 
replicate the way a human visual cortex works. It is designed to process data such 
as images. CNNs were responsible for a number of breakthroughs in image 
classification. They were developed and popularized in recent years [12]. CNNs 
were inspired by the biological processes taking place in our brains. Prior to the 
decade of CNNs, the digit recognition algorithm by Yann LeCun and researchers in 
1998 was the best among machine learning algorithms. However, this algorithm 
was used extensively in financial institutions and banks for recognizing 
handcrafted digits and checks; it was not widely known that CNNs were superior. 
LeCun and others improved their architecture in 1998 to achieve the best 
performance in most benchmarks at the time [8, 9]. The results of the deep 
learning algorithms shown in the Table 3: 

Table 3. Summarized the Results of Deep Learning Algorithms [27]. 

Algorithms 
Accuracy Precision Recall FI-Scare 

(%) (%) (%) (%) 
Multilayer Perceptron Model (MLP) 96.88 97.21 96.90 97.05 
Long-Short Term Memory (LSTM) 97.76 97.22 98.62 97.91 

Deep Belief Networks 

A deep belief network is a type of artificial neural network design based on 
restricted Boltzmann machines that are stacked on top of each other. It is formed 
through a combination of multiple layers of binary latent variables, which are 
modeled as Bernoulli distributions and connected by symmetrically weighted 
edges at each layer [4]. Deep belief networks are capable of modeling and 
capturing different levels of abstraction in data and are used as feature extractors 
in many machine learning algorithms such as deep learning and other hierarchical 
models. In 2006, Geoffrey E. Hinton proposed a fast, layer-by-layer pretraining 
algorithm for deep belief networks. Following the success of the pretraining 
method, researchers applied deep belief network models to tasks such as 
dimensionality reduction, image recognition, and others to achieve significant 
improvements over previous methods [31]. 

Precision measures the proportion of examples that were correctly classified. It 
focuses on the relevant elements of the returned set, measuring the accuracy of the 
returned set, which is given in Equation 4. F-measure, also known as F-score, 
measures the algorithm's performance, which is given in Equation 5. The F-
measure has been a valuable tool for evaluation in information retrieval and 
intrusion detection. It can be considered as a way of evaluating the performance of 
an algorithm with respect to both its precision (P) and recall (R) in the form of a 
single value. It has been generally recognized as a quick and relatively simple 
alternative to AUC [7]. 
In intrusion detection systems, there are significant factors used to evaluate the 
performance of the models. The overall performance measures of the models used 
in this research include accuracy (ACC), true positive rate (TPR), false positive rate 
(FPR), precision (PRE), and F-measure (F-SCALE) [29]. Accuracy measures the 
effectiveness of the classification algorithms by the proportion of true positive and 
true negative classifications to the total classifications. It is defined using Equation 



 

 

 

1. True positive rate (TPR) measures the proportion of positive examples that were 
correctly classified and is defined in Equation 2. True negative rate measures the 
proportion of negative examples that were correctly classified, which is the 
complement of false positive rate. False positive rate measures the proportion of 
misclassified negative examples, that is, the total negative examples that were 
classified as positive [29]. 

In this study, the effectiveness of numeric models was examined over a multi-layer 
network which is a hostile connection environment that is kept isolated without 
having traffic. Choosing the best model among deep learning, machine learning, 
and numeric models was evaluated using accuracy and recall sensitive metrics. 
When the metrics are evaluated, the existing unbalanced nature was taken into 
account and, in this case, the model that achieved the best result in the recall 
sensitivity performance was preferred. After determining the classifier to be used 
in multiclass detections, the dense multiclass image of the confusion matrix was 
examined in terms of three desirable features that can be used in the training of 
artificial intelligence such as accuracy principle, speed of learning, good 
generalization, and size of false alarm [5]. 
Table 2 depicts the information regarding the data source that we used for the 
attack data collection. We used various numeric and deep learning models to 
evaluate the attacks on multiple layers of the anomalous environment. We have 
developed models classified as multiclass and binary based on the dataset 
description. We verified models with class weights and without class weights on 
the dataset with different activation functions, optimizers, batch sizes, and 
number of epochs parameters and chose the optimum solution among various test 
results [44]. We also developed models to evaluate the effectiveness of the 
multiclass model after the tuning process and described how the future can be 
performed by the alarms generated by the multiclass model. According to the 
obtained result, the activation function is preferred as 'LeakyReLU' with the 
number of neurons obtained at the end of the dimension reduction stages of the 
CNN with the parameterization of 3, 64 for the number of filters and kernel rows, 
respectively, and the tanh function has been preferred with the layer dense 
structure in the RNN [33]. Since the dataset has the feature of being unbalanced, 
several weight functions were also tried and their effects were evaluated. 

We investigate the performance of Open World Detection. We have applied One-
Dimensional Convolutional Neural Network using NSL-KDD and UNSW-NB15 as 
the datasets across the models: one with an interpretable model as a feature 
extractor and another with a non-interpretable model. Both model performances 
are evaluated. After analyzing the performances, the result indicates that using 
interpretable models actually degrades the performance and, at the same time, 
provides lower accuracy when being used in real-time. We empirically prove that 
using an interpretable model is unnecessary for detecting new attacks. Here's why: 
Deep Neural Network is inherently explained for identifying the unknown pattern 
which can be interpreted by humans. Using an interpretable model for Network 
Intrusion Detection is an old-fashioned way to interpret the model outputs which 



 

 

are understandable yet non-explainable [21]. 
We have evaluated several machine learning and deep learning algorithms on two 
intrusion detection datasets. They are NSL-KDD and UNSW-NB15 datasets. The 
algorithms are Random Forest (RF), Support Vector Machine (SVM), K-Nearest 
Neighbors (KNN), Naive Bayes (NB), Decision Tree (DT), Logistic Regression 
(LR), and One-Dimensional Convolutional Neural Network. The purpose is to do a 
comparative evaluation of machine learning and deep learning algorithms' 
performance using different types of datasets. Performance is evaluated using 
accuracy, precision, recall, F1-Score, detection rate, True Positive Rate (TPR), and 
False Positive Rate. The evaluation results confirm that One-Dimensional 
Convolutional Neural Network is the best algorithm with the highest accuracy on 
both datasets: 92.90% in UNSW-NB15 and 99.88% in NSL-KDD [24]. 

The low detection accuracy of the system is due to the high imbalance of different 
KDD-99 classes, varying patterns for the same activity, inefficient pre-processing 
strategies, time-consuming data alignment techniques, routine classifier settings, 
and inefficient classifier tunings. To address these limitations, in future works, we 
will modify the classification balance of the NSL-KDD dataset by adding difficult-
to-learn classes, employ efficient classifiers such as support vector machine and 
random forest, normalize large ranges of attributes using logarithm 
transformations and entropy estimations, design data alignment strategies that 
minimize superfluous data, and implement a classifier tuning system that 
automatically assembles the most effective hyper-parameters for the network 
traffic data. We expect that these strategies will significantly improve machine and 
deep learning models in all dimensions [6]. 
In this study, several machine and deep learning classification algorithms are 
evaluated using network traffic data to detect network intrusion. The performance 
of these algorithms is assessed using simulation data and two benchmark datasets: 
UNSW-NB15 and NSL-KDD. Although the studied algorithms are effective in 
predicting normal and intrusive networking activities using the simulated data, the 
detector systems that use these algorithms possess performance limitations when 
using the UNSW-NB15 and NSL-KDD datasets. The systems have detection 
accuracy and classification efficiency less than 98% and 90%, respectively. The 
results also show that, in general, deep learning algorithms perform better in 
terms of accuracy and processing time than machine learning algorithms, despite 
potential overfitting, when used to detect new intrusive activities that were not 
seen during the training of the system [1]. 

Hence, should these issues be taken into account appropriately, the proposed 
approach would provide significant added value in the field. The proposed model 
architectures and performance evaluation steps also have reached an advancement 
leap in their contribution roadmap. Additional comparative behavior evaluations, 
involving the highly influenced sensitivity and response time evaluations, can also 
be conducted to outline the full picture in the future [42]. 
Another potential aspect of this study is to explore the utility aspect to validate the 
prominence of the proposed feature selection approach and hyperparameter 



 

 

 

optimization. Nevertheless, the overwhelming majority of previous works just 
aimed to report the detection performance only, leaving other important issues 
behind, such as the interpretation and configuration of the model behavior against 
temporal, study, and deployment-based challenges and the cost aspect [16]. 
Additionally, a hyperparameter fine-tuning for all models is proposed. Because the 
best hyperparameters for a model can be different from those of the others, and 
existing works in the network intrusion detection domain have optimized a 
specific hyperparameter or none at all. The model suggestion space is generally of 
a large scale and it should be scoped with the state-of-the-art hyperparameter 
optimization algorithms [17]. 
On the performance viewpoint, suitable feature selection schemes should be 
utilized. However, the obtained feature sets were tailored for correlation-based 
algorithms in the current study, and these feature sets may not deliver the optimal 
performance for generative-based algorithms, and the converse can be true. 
Hence, to outline a standard feature selection technique used in the field, and to 
select the most prominent features for both model architectures and all attack 
categories promised on the introductory aspects of the proposal [36]. 

An in-depth profile to identify deep learning models that are the best fit for our 
problem was considered in future work. A new deep feedforward model is 
developed and used to evaluate and compare the performance of 14 different 
supervised machine and deep learning models in network intrusion detection. The 
deep feedforward model is enhanced and tested with complex features of the 
benchmark dataset of the Intrusion Detection Evaluation Center (IDEC) contest. 
The IDSGAN is used to further generate synthetic network intrusion data for 
training the deep feedforward into a hybrid adversarial deep feedforward model. 
The experimental results for evaluating and comparing the performance of 14 
different supervised machine and deep learning models using 41 different metrics 
are presented and discussed. 
Deep learning algorithms are used to detect network intrusion. A flexible deep 
feedforward model is developed to accurately evaluate and compare the 
performance of the new deep learning in network intrusion detection. The new 
flexible deep feedforward model outperforms other existing machine learning and 
deep learning models by 97 percent and 98 percent in detection and prediction of 
20 different types of attacks. A detailed comparative performance evaluation of the 
convolutional neural network and the deep feedforward model is done using 19 
different types of attacks. Experimental results show that the deep feedforward 
model accurately detects and predicts normal traffic and the 19 types of attacks. 
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