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Privacy-Preserving Federated AI for Early Disease Risk Prediction
Across Distributed U.S. Healthcare Systems

Chaitanya Nagabhyru

Abstract: Privacy law, institutional policy, and re-identification risk make it
difficult to pool hospital records for early disease risk prediction. This paper
presents a framework in which hospitals train a shared risk-prediction model
without exchanging raw records. It combines federated averaging, record-level
differential privacy (DP) enforced at each hospital, secure aggregation, and site-
specific model calibration, and it is evaluated on four dimensions: predictive
accuracy, privacy leakage, performance across hospital populations, and
communication overhead. Experiments use a synthetic network of ten hospitals
(eight training, two held out) with heterogeneous populations in a simulated three-
year type 2 diabetes risk task; the results demonstrate the method and are not
findings about real patients. Federated training reached a mean hospital AUC of
0.801, compared with 0.766 for local-only models and 0.811 for centralized
pooling, and raised AUC in the smallest hospital from 0.703 to 0.810. With DP,
AUC was 0.791 at ε = 4 per hospital (δ = 10⁻ ⁵), fell to 0.768 at ε = 2, and dropped
below local-only performance at ε = 1. DP degraded calibration (expected
calibration error 0.082 versus 0.040 without DP), but local recalibration restored
it to 0.038, including at two hospitals that never took part in training. A
membership-inference attack performed no better than chance against the
federated models, whereas local-only models in the smallest hospitals leaked
measurably (advantage up to 13.4% against a 6.2% null). Federated traffic was
4.5% of the volume of the raw training data. The results indicate a practical
budget near ε = 4 for this task.

Introduction
Early identification of people at high risk of chronic disease is one of the most
valuable uses of health data. Type 2 diabetes illustrates the scale of the opportunity:
the Centers for Disease Control and Prevention estimate that about 40 million
people in the United States have diabetes, that more than one in four adults with
diabetes are undiagnosed, and that well over 100 million adults have prediabetes
[1]. Risk models that flag patients years before diagnosis could direct preventive
care to those who need it, but the data needed to build such models are spread
across many health systems. Each hospital sees only one slice of the population, so
a model trained in one institution often performs worse elsewhere [2], [3].
The obvious remedy, pooling records from many hospitals into a single repository,
is difficult in practice. Patient records are protected by the HIPAA Privacy Rule
and by institutional policy [4], hospitals are reluctant to transfer identifiable data
to a third party, and removing direct identifiers does not make records anonymous:
incomplete, de-identified datasets can often be re-identified [5]. Distributed
research networks such as PCORnet and OHDSI run analyses where the data
reside [6], [7]; federated learning extends this idea to model training.
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Figure 1 contrasts the two paradigms. In centralized learning, hospitals send their
datasets to a central server that trains a global model; in federated learning, each
hospital trains locally and only model parameters travel to an aggregation server,
which combines them over repeated rounds [8].

Figure 1: Centralized learning, in which hospitals A to N send their
datasets to a centralized server that assembles a centralized dataset and

trains a global AI model, versus federated learning, in which each
hospital trains locally and an aggregation server combines the local
models over federated learning rounds into a global AI model.

Federated learning alone does not guarantee privacy. Model updates can reveal
information about the records used to compute them, through gradient inversion [9]
or membership inference [10]. Differential privacy (DP) provides a formal bound on
such leakage, but it adds noise that can reduce accuracy, can distort the
probabilities a model outputs, and may fall unevenly on small hospitals and
minority subgroups.
The problem is also one of national interest: the NIH Strategic Plan for Data Science
2025–2030 names secure, federated data infrastructure and privacy-preserving
computation among its priorities, and NIH policy expects responsible data
management and sharing [11], [12].
This paper makes four contributions. First, it specifies a cross-silo framework that
combines federated averaging, record-level DP enforced at each hospital with its
own privacy budget, secure aggregation, and site-specific calibration. Second, it
proposes an evaluation protocol with four measured dimensions: predictive
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accuracy, privacy leakage, performance across populations (including hospitals held
out of training), and communication overhead. Third, it reports a simulation of ten
heterogeneous hospitals that quantifies the trade-offs among these dimensions.
Fourth, it derives deployment guidance, including a practical privacy budget for the
task studied. The experiments use synthetic data, which allows controlled
comparison but does not replace validation on real records.

Literature Review
A. Collaborative Learning Paradigms
Three arrangements exist for learning across institutions: pooling the data, training
separately, or training jointly while keeping data local. Federated learning,
introduced as federated averaging (FedAvg), has clients train on local data for
several steps and a server average the resulting models [8]. Hospitals form a cross-
silo setting with few, reliable participants [13], [14]. Figure 2 shows the two patterns
used in healthcare: in panel A, data custodians such as a hospital, a research center,
and an academic medical center send data to an aggregation site that trains the
model; in panel B, each custodian trains locally and sends a model update to a
secure aggregation server, which returns an updated model.

Figure 2: (A) Pooling of data: data custodians (hospital, research center,
academic medical center) send data to an aggregation site that produces
a trained model. (B) Federated learning: data custodians keep their data,

send model updates to a secure aggregation server, and receive an
updated model.

Medical applications have grown quickly. Federated training has matched central
training for brain tumor segmentation [15], a multi-hospital model for COVID-19
outcomes performed better and generalized more widely than single-site models
[16], and early work predicted hospitalizations from separately held health records
[17]. Reviews describe the open problems of heterogeneity, governance, and privacy
[18], [19]. Heterogeneity is central. When hospitals differ in case mix, labels, and
measurement, local data are not drawn from one distribution and simple averaging
can converge slowly or to a worse solution [20]; remedies such as proximal
regularization have been proposed [21].
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B. Differential Privacy
Differential privacy bounds how much the output of an algorithm can depend on
any single record [22], [23]. Deep and linear models are commonly trained with
differentially private stochastic gradient descent (DP-SGD), which clips each
example’s gradient and adds Gaussian noise [24]. Privacy loss accumulates over
training steps and is tracked with an accountant; Rényi differential privacy gives
tight composition [25], and closed forms exist for the sampled Gaussian mechanism
used in DP-SGD [26]. In federated settings, privacy can be defined at the level of a
whole client, as in client-level DP-FedAvg [27], or at the level of individual records
within each client. With only a handful of hospitals, client-level guarantees require
substantial noise, so record-level protection suits cross-silo healthcare, where
hospitals are trusted data owners.

The price of DP is accuracy, and it depends on the task, the data size, and the
privacy budget ε. In medical imaging, differentially private training has been shown
to be feasible, with utility falling as budgets tighten [28]. Empirical studies find that
formal budgets and observed protection can differ greatly [29]. A further concern is
fairness: DP-SGD can reduce accuracy more for under-represented subgroups than
for the majority [30].

C. Privacy Attacks and Secure Aggregation
Membership inference asks whether a particular record was in the training set. The
classic attack uses the model’s confidence or loss on the record, and its success is
closely tied to overfitting [10], [31]; stronger attacks calibrate the threshold per
example [32]. Secure aggregation lets a server learn only the sum of client updates,
not individual updates, by adding cryptographic masks that cancel in the sum [33].
It protects individual updates from the server but does not limit what the aggregate
model itself reveals, which is the role of DP.

D. Calibration and Validation Across Populations
A risk model is useful for decisions only if its probabilities are accurate, which is the
property of calibration [34]. Modern models are often miscalibrated [35], and a
standard remedy is Platt scaling fitted on held-out data [36], [37]. DP training has
been reported to worsen calibration because gradient clipping and noise distort the
learned scale of the predictions [38]. Calibration also differs between hospitals with
different baseline incidence, so a single global calibration is unlikely to suffice.
Methodological guidance recommends internal–external validation, in which entire
sites are held out [39], [40].

Related work
The literature offers partial solutions. Federated learning avoids pooling but does
not bound leakage [8], [9]; differential privacy bounds leakage but is usually studied
for single datasets or client-level guarantees [24], [27]; secure aggregation hides
individual updates but not the aggregate [33]; and clinical federated studies
typically report accuracy and generalization [15], [16], while work on calibration
rarely considers private training [34], [39]. Table 1 compares the paradigms.
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TABLE 1. Comparison of collaborative learning paradigms for hospital
networks (qualitative synthesis from the literature)

Paradigm Raw data
leave site?

Formal
privacy bound

Handles
hospital

differences

Calibration
addressed?

Main cost

Centralized
pooling

Yes No (access
controls only)

Yes, if data
pooled

Usually
global only

Legal and
trust barriers

Local-only
models

No Not applicable No (single
population)

Local only Small
samples,
weak models

Federated
averaging

No No Partly Rarely Communicati
on; leakage
via updates

Federated +
secure
aggregation

No No (hides
individual
updates only)

Partly Rarely Setup and key
exchange

Federated +
DP

No Yes (ε, δ) Partly Often
degraded

Accuracy loss;
per-site noise

Proposed
framework

No Yes, per
hospital

Yes, with local
calibration

Yes, local
recalibration

Accuracy loss
at small ε

Four gaps follow. Privacy mechanisms are seldom combined with calibration,
although DP can distort probabilities [38]. Budgets are usually uniform, although
hospitals of different size need different noise for the same guarantee. Evaluations
rarely include hospitals that never participated in training. And privacy, accuracy,
equity, and communication cost are usually reported separately. The framework
below addresses these gaps.

Methodology

A. System Overview and Threat Model
Figure 3 shows the proposed system. Each hospital keeps its records in its own
environment. In each round it receives the global model, runs several steps of local
DP-SGD, and returns its update, which a secure aggregation layer combines with
the others so that the server sees only the sum. The server averages the updates and
returns the new model to every hospital. After training, each hospital fits a
calibration map on its own validation data. A per-hospital accountant tracks privacy
loss, an audit module evaluates leakage and performance by hospital and subgroup,
and a governance layer of data use agreements, institutional review, and community
oversight surrounds the system.
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Figure 3: Proposed privacy-preserving federated learning architecture:
hospital-local DP-SGD and recalibration, secure aggregation of noisy
updates, global model averaging, per-hospital privacy accounting,

auditing, and governance.

The threat model assumes an honest-but-curious server and honest-but-curious
hospitals that follow the protocol but may try to infer whether a patient is in another
hospital’s data from the updates or the final model, which an external party may
also obtain. The privacy unit is one patient record, and each patient appears in one
hospital. The guarantees below cover everything a hospital releases, so they hold
with or without secure aggregation, which adds a layer against curious servers [33].

B. Federated Objective and Local DP-SGD
Let K hospitals hold datasets D_k with n_k records, n = Σ n_k. The shared model
parameters w minimize the size-weighted average of local losses,

min F(w) = k = 1
K nk

n
Fk(w)� , Fk(w) = 1

nk i ∈ Dk
�(w; xi, yi)� (1)

where ℓ is the logistic loss with L2 regularization. Each local step draws a random lot
B of expected size L by Poisson sampling at rate q = L/n_k, clips each per-record
gradient g_i to norm at most C, and adds Gaussian noise whose scale is set by the
noise multiplier σ:

g̃ = 1
L

( i ∈ B clip(gi, C)� + N(0, σ2C2 I) ), clip(g, C) = g
max(1, ‖g‖ / C)

(2)

After E local steps the hospital sends its parameter change. The server, using the
public record counts as weights, updates the global model by

wt+1 = k = 1
K nk

n
wk,t� (3)
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where w_{k,t} is hospital k’s locally updated model in round t. Because each
hospital applies noise before anything leaves its environment, the guarantee does
not depend on the server being trustworthy.

C. Privacy Accounting with Per-Hospital Budgets
A randomized algorithm M is (ε, δ)-differentially private if, for all datasets D and D′
differing in one record and all output sets S,

P[M(D) ∈ S] ≤ eε P[M(D') ∈ S] + δ (4)

The privacy loss of the sampled Gaussian mechanism over repeated steps is tracked
in Rényi differential privacy. For integer order α, the loss of one step is [26]

εRDP(α) = 1
α − 1

log k = 0
α C(α, k) (1 − q)α − k qk exp( k² − k

2σ²
)� (5)

and the loss over T·E steps is converted to an (ε, δ) guarantee by [25]

ε = minα [ T E εRDP(α) + log(1/δ)
α − 1

] (6)

Hospitals differ in size, so one noise multiplier would give small hospitals a much
weaker guarantee, because their sampling rate q is higher. Each hospital therefore
chooses its own multiplier σ_k by bisection so that its cumulative loss meets a
common target ε, with δ = 10⁻ ⁵ below the reciprocal of every hospital’s record
count. The bound on the advantage of any membership-inference adversary (true
positive rate minus false positive rate) implied by an (ε, δ) guarantee is

Adv ≤ eε − 1 + 2δ
eε + 1

(7)

which provides the formal reference against which empirical attacks are compared.

D. Local Calibration
Noise and clipping change the scale of a model’s outputs, and hospitals differ in
incidence. Each hospital therefore fits a two-parameter Platt map to its own
validation data, applied to the logit s of the global model’s output [36]:

P(y = 1 | s) = 1
1 + e−(a + b s) (8)

The parameters a and b stay in the hospital, so recalibration costs no privacy for
other participants. A hospital joining after training can onboard with a small local
validation sample, which tests how the framework behaves for institutions that were
never part of training. Calibration quality is summarized by the expected calibration
error over B equal-frequency bins [41],

ECE = b = 1
B nb

N
| acc(Bb) − conf(Bb) |� (9)

E. Communication and Governance
In each round every hospital downloads and uploads one parameter vector of P
values with β bytes per value, so the total traffic over T rounds for K hospitals is

Traffic = 2 K T P β (10)

and can be reduced by quantizing uploads. Deployment would also require
institutional review, a data use agreement, security review of the aggregation service,
and documentation following reporting guidance for prediction models [42],
consistent with the privacy rule and NIH data policy [4], [12].
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Experimental Setup
A. Synthetic Hospital Network
The experiments use a synthetic network of ten hospitals that vary in type and
population (Table 2). Eight hospitals (H1 to H8, 23,800 patients) take part in
training. Two (X1 and X2) never take part and are used to test how the model
performs at new institutions. The task is the three-year risk of incident type 2
diabetes among adults with elevated metabolic risk. Each patient has 80 features: 12
continuous clinical variables (age, body mass index, HbA1c, fasting glucose, blood
pressure, lipids, kidney and liver measures, waist circumference), eight binary
clinical and payer indicators, and 60 uninformative features that mimic the many
sparse diagnosis and medication flags in real records. The outcome is generated
from a logistic function with a nonlinear threshold and an interaction term.
Hospitals differ in age, metabolic burden, baseline incidence, payer mix, and an
offset in HbA1c measurement that mimics assay differences. Incidence ranges from
4.8% to 13.6% in the training hospitals, and the smallest (H8) has only about 80
events in total.

TABLE 2. Characteristics of the synthetic hospital network (* held out of
training; incidence, age, and payer share averaged over five simulated

networks)
Hospital Type Patients 3-year

incidence
(%)

Mean
age

Medicaid/
uninsured

(%)

HbA1c
offset

H1 Academic 6,000 4.8 46.0 12.0 +0.00
H2 Academic 5,000 6.1 48.2 15.2 +0.03
H3 Community 4,000 8.4 52.0 20.3 -0.04
H4 Community 3,200 8.9 50.2 21.5 +0.02
H5 Safety-net 2,400 11.4 44.3 55.6 +0.06
H6 Rural 1,600 13.6 55.9 34.8 -0.06
H7 Safety-net 1,000 13.6 45.3 59.8 +0.08
H8 Rural 600 13.3 58.1 36.6 -0.08
X1* Community 3,500 9.3 50.9 24.5 +0.05
X2* Rural 1,200 16.3 56.8 39.5 -0.07

B. Methods Compared and Implementation
Six approaches were compared: local-only logistic regression; centralized logistic
regression on pooled data (a non-private upper bound); FedAvg; FedAvg with 8-bit
quantized uploads; FedAvg with record-level DP at ε ∈ {8, 4, 2, 1}; and DP at ε = 4
with quantized uploads. All federated runs used T = 40 rounds, E = 8 local steps per
round, an expected lot size of L = 64, a learning rate of 2.0, a clipping norm of C =
1.0, and L2 regularization of 10⁻ ³. Records in each hospital were split 60/20/20
into training, validation, and test sets. Features were standardized with fixed
reference constants, which avoids sharing data statistics. Hyperparameters were
tuned on a separate synthetic network, and the privacy cost of tuning is not counted.
The model is logistic regression, implemented with NumPy and scikit-learn [43].
The accountant implements Eq. (5) and Eq. (6) and gave ε = 3.01 for a common
benchmark configuration (60,000 records, batch 256, σ = 1.1, 60 epochs, δ = 10⁻ ⁵).
Secure aggregation was analyzed, not implemented cryptographically.

C. Evaluation Measures
Predictive accuracy was measured on each hospital’s test set by the area under the
ROC curve (AUC), average precision, and Brier score, and summarized as the mean
over hospitals and as the worst-hospital AUC. Performance across populations was
assessed by hospital, at the two held-out hospitals, and within age (65 and over
versus under 65) and payer (Medicaid or uninsured versus other) subgroups.
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Calibration was measured by ECE before and after local recalibration (Eq. 8 and Eq.
9). Privacy leakage was measured by a loss-threshold membership-inference attack
against the final model, using up to 400 training records (members) and 400 test
records (non-members) per hospital. The attack’s AUC and advantage (maximum of
true positive rate minus false positive rate) were compared with a null obtained by
permuting membership labels, and with the formal bound in Eq. (7).
Communication was measured in bytes with Eq. (10). Results are means and
standard deviations over five independent simulated networks.

Results
A. Predictive Accuracy
Table 3 summarizes performance. Local-only models reached a mean hospital AUC
of 0.766, centralized pooling reached 0.811, and federated averaging without privacy
protection reached 0.801, recovering most of the gain from pooling: 3.5 AUC points
above local-only models and 1.0 point below the centralized model. Quantizing
uploads to 8 bits did not reduce accuracy (AUC 0.804).

TABLE 3. Predictive accuracy, calibration, and privacy leakage (mean
over five simulated networks; AUC ± SD; MIA = membership-inference

attack; null advantage about 4.6%)
Method Mean

AUC
Worst-
hospital
AUC

External
AUC

ECE: raw →
recalibrated

Brier MIA
advantage

(%)
Local-only 0.766 ±

0.016
0.695 0.757 0.051 → 0.040 0.085 6.6

Centralized 0.811 ±
0.010

0.753 0.802 0.034 → 0.035 0.074 4.6

FedAvg 0.801 ±
0.012

0.747 0.793 0.040 → 0.037 0.077 4.5

FedAvg + DP, ε = 8 0.799 ±
0.012

0.751 0.789 0.082 → 0.038 0.090 4.4

FedAvg + DP, ε = 4 0.791 ±
0.011

0.748 0.782 0.082 → 0.038 0.089 4.4

FedAvg + DP, ε = 2 0.768 ±
0.013

0.708 0.764 0.081 → 0.038 0.090 4.5

FedAvg + DP, ε = 1 0.731 ±
0.023

0.688 0.725 0.080 → 0.039 0.092 5.1

B. Privacy–Utility Trade-off
Adding DP reduced accuracy as the budget tightened (Figure 4a): AUC was 0.799 at
ε = 8, essentially unchanged; 0.791 at ε = 4, a loss of 1.0 point; 0.768 at ε = 2, 3.3
points below non-private FedAvg; and 0.731 at ε = 1. The break-even with local-only
training lies between ε = 2 and ε = 4. At ε = 2 the mean AUC (0.768) equaled the
local-only mean (0.766), although the worst-hospital AUC was higher (0.708 versus
0.695); at ε = 1 the private model was worse than not collaborating.



Chaitanya Nagabhyru40

TABLE 4. Noise multipliers σ calibrated per hospital so that each
reaches the target ε (δ = 10⁻ ⁵; 40 rounds × 8 local steps)

Hospital Training
records

Sampling
rate q

σ (ε = 8) σ (ε = 4) σ (ε = 2) σ (ε = 1)

H1 3,600 0.018 0.66 0.86 1.18 1.83
H2 3,000 0.021 0.69 0.92 1.30 2.12
H3 2,400 0.027 0.75 1.01 1.50 2.56
H4 1,920 0.033 0.82 1.12 1.76 3.13
H5 1,440 0.044 0.92 1.34 2.22 4.08
H6 960 0.067 1.13 1.79 3.18 6.01
H7 600 0.107 1.56 2.67 4.93 9.49
H8 360 0.178 2.37 4.27 8.08 15.71

Table 4 shows why small hospitals pay the highest price. To reach ε = 2, the largest
hospital (H1) needs a noise multiplier of 1.18, while the smallest (H8) needs 8.08,
nearly seven times as much, because it samples 17.8% of its records at each step. At
ε = 1 the multiplier for H8 reaches 15.7.

Figure 4: (a) Privacy–utility trade-off: mean hospital AUC of federated
learning with DP at different budgets, compared with local-only and
centralized models (error bars show SD over five networks). (b)

Empirical membership-inference advantage for each hospital, ordered
from largest to smallest, for local-only, FedAvg, and FedAvg with DP;
black marks show the null level from shuffled labels. Synthetic data.

C. Privacy Leakage
Empirical leakage was small and concentrated in the smallest hospitals (Figure 4b).
Pooled across hospitals, the attack’s advantage was 6.6% for local-only models
against a null of about 4.6%, and indistinguishable from the null for federated
models without DP (4.5%) and with DP (4.4% to 5.1%). Attack AUC was 0.510 for
local-only and 0.499 to 0.503 for federated models. The local-only models of the
two smallest hospitals leaked measurably: for H8 the advantage was 13.4% against a
null of 6.2% (attack AUC 0.534), and for H7 it was 10.6% against 5.0% (AUC 0.545),
consistent with the link between overfitting and membership inference [31].
Federated training reduced these advantages to 6.6% for H8 and 7.7% for H7, and
DP at ε = 2 gave 8.5% and 6.7%. With only a few hundred records per attack, these
three sets of values cannot be distinguished from one another, but all lie well below
the local-only values for the two hospitals.
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These measurements need care. The attack is a simple loss-threshold attack against
a low-capacity model, and a null result does not prove safety [32]. The formal bound
in Eq. (7) is far more conservative: 0.46 at ε = 1, 0.76 at ε = 2, 0.96 at ε = 4, and
close to 1 at ε = 8. The guarantee is what a hospital can promise; the audit shows
that practical leakage here was far below the worst case.

D. Performance Across Hospitals and Populations
Federated training helped the hospitals that need it most (Figure 5a). The smallest
hospital (H8) had an AUC of 0.703 with its local-only model and 0.810 with FedAvg,
a gain of 10.7 points; H7 improved from 0.742 to 0.795 (5.3 points) and H1, the
largest, from 0.770 to 0.790 (2.0 points). The worst-hospital AUC rose from 0.695
for local-only models to 0.747 for FedAvg, with a variability across networks that
was halved (SD 0.061 versus 0.029). With DP at ε = 2, small hospitals kept most of
their gains (H8 0.791), but some larger ones lost several points compared with
FedAvg (H4 0.732 versus 0.797), so the cost of DP is spread unevenly.

The model transferred to hospitals outside the network. At the two held-out
hospitals, mean external AUC was 0.793 for FedAvg, 0.802 for the centralized
model, and 0.757 for local-only models applied to an institution they had never seen.
External AUC under DP was 0.782 at ε = 4 and 0.764 at ε = 2. Table 5 reports
subgroup results. Patients aged 65 and over had lower AUC than younger patients
under all methods, by 1.0 point for FedAvg and by 2.0 and 2.2 points for DP at ε = 4
and ε = 2, but the gap did not grow monotonically with stronger privacy (0.5 points
at ε = 1), so no consistent disparate impact of DP appears at this sample size. Payer
differences were small (at most 0.9 points).

TABLE 5. AUC by subgroup, pooled over training hospitals (mean over
five simulated networks)

Method Age 65
and
over

Age
under
65

Gap
(points)

Medicaid/
uninsured

Other payer

Centralized 0.801 0.814 1.3 0.817 0.816

FedAvg 0.793 0.803 1.0 0.806 0.806

FedAvg + DP, ε = 8 0.794 0.798 0.4 0.805 0.801

FedAvg + DP, ε = 4 0.773 0.793 2.0 0.802 0.793

FedAvg + DP, ε = 2 0.749 0.771 2.2 0.772 0.773

FedAvg + DP, ε = 1 0.727 0.732 0.5 0.741 0.739

E. Calibration
Privacy noise worsened calibration (Figure 5b). The expected calibration error of
FedAvg without DP was 0.040, but it was 0.082, 0.082, 0.081, and 0.080 for DP at
ε = 8, 4, 2, and 1, roughly double and almost independent of ε, which suggests that
clipping, as well as noise, distorts the scale of the output probabilities [38]. The
Brier score rose correspondingly (0.077 without DP, 0.089 to 0.092 with DP). Local
recalibration with Eq. (8) removed this penalty: after recalibration the ECE was
0.037 to 0.039 for all private and non-private federated models, and Brier scores
returned to 0.076 to 0.082. The effect was larger at the held-out hospitals, where
the ECE of the DP model at ε = 2 fell from 0.105 to 0.030 after recalibrating on only
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300 records of local data. Errors were largest in the smallest, highest-incidence
hospitals, so a single global calibration would have misrepresented risk where data
are thinnest.

Figure 5: (a) Test AUC by hospital for local-only, FedAvg, FedAvg with
DP (ε = 2), and centralized models; X1 and X2 are hospitals held out of
training (local-only values are averages over the eight local models). (b)
Expected calibration error of the global DP model before and after local

recalibration. Synthetic data.

F. Communication Overhead
Local computation traded off against communication (Figure 6a). With one local
step per round, validation AUC was 0.787 after five rounds and 0.801 after 20; with
eight steps it was 0.807 after five rounds, within 0.01 of the centralized model
(0.816). Because the privacy cost grows with the number of steps, shorter training
also means less noise for a given ε.

TABLE 6. Communication overhead of federated training by model size
(float32 vs. 8-bit quantized uploads)

Model size P
(parameters)

Per hospital
per round,
float32

Total, float32
(8 hospitals, 40

rounds)

Total, int8
uplink

Reduction

81 (this study) 648 B 0.21 MB 0.13 MB 37%
10⁵ (100,000) 0.8 MB 256.00 MB 160.00 MB 37%
10⁶ (1 million) 8.0 MB 2.56 GB 1.60 GB 37%
10⁷ (10 million) 80.0 MB 25.60 GB 16.00 GB 37%

For the logistic model of this study (81 parameters), each hospital exchanged 648
bytes per round, and the total traffic for eight hospitals and 40 rounds was about
207 kB (Table 6). Quantizing uploads to 8 bits reduced this to about 131 kB without
measurable loss of accuracy (AUC 0.804 without DP and 0.789 at ε = 4, against
0.801 and 0.791 for the unquantized models). The raw training records of the eight
hospitals (14,280 patients × 81 values × 4 bytes) would total about 4.6 MB, so
federated training moved 4.5% of that volume. For so small a model traffic is not a
concern; it matters for larger models, since traffic grows linearly with P (Eq. 10 and
Figure 6b), reaching about 2.6 GB at one million parameters and 26 GB at ten
million under the same schedule.
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Figure 6: (a) Convergence of non-private FedAvg for different numbers
of local steps E per round (validation AUC; mean of three networks). (b)
Total traffic for eight hospitals and 40 rounds as a function of model
size, for float32 transfers and for 8-bit quantized uploads. Synthetic

data.

G. Summary of the Operating Point

The results suggest an operating point for this task: eight local steps per round,
quantized uploads, ε = 4 per hospital, and local recalibration. It gave a mean AUC of
0.789 to 0.791 (0.811 for pooling, 0.766 for local-only), an ECE of about 0.04 after
recalibration, an external AUC of 0.78 to 0.79, no detectable membership leakage,
and about 131 kB of traffic.

Discussion
The simulation supports four conclusions. First, collaboration pays off mainly for
small hospitals and late joiners: the largest hospital gained 2.0 AUC points from
federation, the smallest 10.7, and local-only models applied to unseen hospitals
performed 3.6 points below the federated model and 4.5 points below the
centralized model. A network that includes small and rural hospitals therefore
advances equity in the quality of risk prediction, provided those hospitals can join.
Second, differential privacy has a real cost, and the cost depends on the hospital.
Per-hospital calibration of noise gives every hospital the same formal guarantee,
but it is the small hospitals that must add the most noise to achieve it. Operators
must choose between equal guarantees with unequal noise, equal noise with
unequal guarantees, or minimum participation sizes. Our results favor a budget
around ε = 4, where accuracy loss was about one AUC point. At ε = 1 the private
model was worse than local training, so a budget that strict can defeat the purpose
of collaboration. These conclusions may differ for larger models or datasets.
Third, calibration must be treated as a first-class requirement. Discrimination
barely changed between non-private and private models at ε = 4 and above, yet the
probabilities were visibly distorted, and a clinician acting on a miscalibrated risk
would over- or under-treat. Recalibration is local and cheap, and also adjusts for
differences in incidence and assay; evaluating AUC alone would have hidden the
problem.
Fourth, empirical privacy audits and formal guarantees play different roles. The
attack found no detectable leakage from federated models and weak leakage from
the smallest hospitals’ local models, but formal bounds are the only protection
against attacks not yet invented. Operators should report both and treat audits as
monitoring, not as a substitute for accounting.
The study has important limitations. The data are synthetic, so the effect sizes
depend on our assumptions about heterogeneity, signal strength, and noise
features, and they would differ on real records. The model is a logistic regression;
deep models raise communication cost, accuracy sensitivity to noise, and attack
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surface. Privacy is record-level and assumes one record per patient and one
hospital per patient; patients seen at several hospitals, and correlated records,
would weaken the guarantee. Hyperparameter tuning was not accounted for in the
privacy budget. Secure aggregation was not implemented, gradient-reconstruction
attacks were not tested, and the subgroup analysis covered only age and payer.
Future work should validate the framework on real data in a common data model
such as OMOP across several health systems, test deep and tree-based models,
evaluate stronger attacks, and examine patient-level accounting and personalized
budgets.

Conclusion

This paper presented a framework for privacy-preserving collaborative risk
prediction across hospitals that combines federated averaging, record-level
differential privacy with per-hospital accounting, secure aggregation, and local
calibration, and evaluated it on accuracy, privacy leakage, performance across
populations, and communication overhead in a synthetic network of ten hospitals.
Federated training reached a mean AUC of 0.801, compared with 0.766 for local
models and 0.811 for pooling, and lifted the smallest hospital by 10.7 points. A
privacy budget of ε = 4 per hospital cost about one AUC point, whereas ε = 1 made
the private model worse than local training. Differential privacy doubled calibration
error, but local recalibration restored it, including at hospitals outside the network.
Membership inference could not distinguish members from non-members in the
federated models, and traffic was a small fraction of the raw data volume.

The central implication is that useful, private, and calibrated collaborative
prediction is feasible for a task like the one studied, provided that privacy budgets
are accounted for hospital by hospital, calibration is performed locally, and
performance is evaluated across hospitals, including those that join later. The
authors recommend a pilot on real data across several health systems under a
common data model, with pre-specified budgets, external validation at held-out
sites, and joint reporting of accuracy, calibration, leakage, and cost, in line with
national priorities for secure data infrastructure and rigorous AI validation.
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