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Abstract: Advanced biometric verification has attracted much attention in an age
when security and personal identification have become of prime importance. With
rapid advancement, the need for strong authentication systems developed that use
unique physiological characteristics. One of the promising approaches is the
application of the Fast Fractional Fourier Transform algorithm. The fast fractional
Fourier transform algorithm explores how the Fourier transform can enhance the
biometric verification processes, especially retina authentication. This technique
provides a unique ability to process retina images in a time-frequency domain by
using the FFrFT, which generalizes the conventional Fourier transform. Biometric
verification technology using retinal images for the purpose of authentication is one
of the most used today. This paper proposes a new method of retina verification by
using the FFrFT Algorithm to verify the retina. The fractional Fourier transforms
can be compared to distinguish whether the retinas are coming from the same
individual by comparing the FFrFT of two retinas. The algorithm is designed to
increase the efficiency and accuracy of biometric systems by transforming
fingerprint data into the frequency domain, hence allowing better feature
extraction and recognition capabilities. In comparison, FFrFT shows better
performance than traditional methods by effectively managing the variable
frequency nature of biometric signals. Consequently, this approach enhances the
reliability of identity verification systems and addresses challenges associated with
noise and distortion in biometric data. In general, the use of the fast FFrFT
algorithm means a huge step toward biometrics, since it provides an efficient
solution for secure and efficient identification systems.

Introduction

One of the most common risks that are being faced by IT systems and security
environments nowadays is the intrusion incident. The major methods for coping
with this threat include using passwords, secret codes, or identification cards to
prevent this problem [14]. Furthermore, there are many vulnerabilities in this
system, which include forgotten or misplaced passwords and also the loss or theft
of keys. Many of these intruders utilize these vulnerabilities for entry to the system
in order to steal, duplicate, or simulate. Consequently, there is an imperative to
create new authentication tools to tackle these challenges. Undoubtedly, biometrics
represents the most secure and user-friendly authentication technology [22].
Physical traits of the body cannot be borrowed, misappropriated, or forgotten, and
replicating them is nearly impossible. Common examples of physical biometrics
comprise fingerprints, hand geometry, retina, iris, and facial features. Behavioral
attributes include a person's signature, voice (which also involves a physical aspect),
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keystroke patterns, and gait (which also has a physical aspect) [6]. Overall,
biometrics has emerged as a crucial element of daily life. It is essential to
acknowledge that each of these technologies possesses distinct advantages that
render them more appropriate for specific applications. The retina verification
method is likely the most promising among these techniques for high-security
environments, as it is non-invasive for individuals. There are two facets of the
biometric identification challenge that can be differentiated [23]. Recognizing
something constitutes one aspect, while verifying it represents another. The term
"recognition" pertains to one-to-many communication, meaning identifying a
person's identity within a large database. Verification is characterized by a one-to-
one relationship, aiming to affirm or reject the identity of an individual claiming to
be that person [9].

Original suggestions were made by ophthalmologists about the possibility of using
the retina of the eye as a kind of optical fingerprint as a means of identifying an
individual based on their retina. The ophthalmologists and anatomists who have
examined a large number of eyes have noted that there is a striking difference in the
pattern of the retina on both sides of a single eye, even between the two eyes of a
single person, after observing a large number of eyes. Furthermore, it has been
observed that there is little variation in patterns observable over the course of
repeated observations, at least in the past childhood [16].

A plausible chance exists that two retinas will generate the same mathematical code
at a frequency of roughly one in ten to the 78th power, while the world's population
is estimated to be about ten to the tenth power. There is a complicated interaction
among the retina muscles, which leads to the continuous fluctuation of the pupil's
diameter due to minimal oscillation. There is a potential for tracking this movement
to confirm that the specimen under assessment is indeed alive, thereby mitigating
the risk of impersonation. Numerical simulations have been conducted to
demonstrate the reliability of using computer analysis of the fractional Fourier
transformation of two retinal images to verify the retina of a human eye [5, 17].

Methodology

A Retina sample was used as a biometric dataset in the experiments. The FFrFT
algorithm was compared with traditional FFT-based methods on the following
criteria:

- Accuracy: is measured by equal error rate (EER).

- Efficiency: is measured by computation time.

- Robustness: is measured under differing noise levels.

Fast Fractional Fourier Transform Algorithm (FFrFT)

Among the reasons for investigating the fractional Fourier transform is the
availability of a new algorithm that is markedly more efficient than the methods
outlined in the preceding section for its computation. This algorithm does not
depend on the value of a because the number of floating-point operations it executes
is approximately 20m log2 m operations [3]. Notably, this cost is not affected by
whether c is rational or even real initially. Fundamentally, this algorithm relies on a
technique developed by Bluestein long ago, and it is based on what is occasionally
referred to as a "chirp z-transform," which is a method utilized in signal processing.
This algorithm can be derived by noting that 2jk = j*2 + k*2(k — j)*2. [10].
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A sequence y and a sequence z of length m can be defined as follows:
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Feature Extraction

In this paper, we present a technique for extracting features from retinal images
utilizing the Fourier transform and two-dimensional wavelet transform [4]. The
second phase of feature extraction consists of splitting the Fourier spectrum into
semi-circles sharing a common center around the central spectrum, which contains
segments with equivalent area and arc degree. At the center of the spectrum, the
pixels have no value as they solely hold low-frequency information about the image
determined by its average gray level. Additionally, pixels beyond 105 pixels from the
center of the spectrum do not contribute meaningful information [11]. Given the
symmetry of the spectrum, the partitioning for feature extraction only encompasses
the upper semi-circle, while the lower semi-circle is disregarded to decrease the
dimension of the vector. Based on prior descriptions, the magnitude spectrum of
the image can be segmented into N components referred to as partitions. Within
this radial range, there are five to 105 pixels present in the semi-circle. We chose N
= 24 as the number of partitions (N). The energy in each partition of the retinal
spectrum image is utilized to create the feature vector following the partitioning.
According to Equation (5), each component possesses the following energy [1]:

E=Y2, Yt (F(x,y))? ()

As a concluding procedure, the vector is reduced in size to facilitate a more accurate
comparison of the retinal images on a uniform scale.

Retina Image Verification

The objective retina verification is to improve image quality, and enhance visibility
of features such as blood vessels, lesions, and the optic disc. And noise reduction by
eliminate unwanted artifacts that can obscure important details. Finally, facilitate
Analysis, by prepare images for automated algorithms or manual review by
clinicians [21].

Retinal Image Preprocessing

This is a necessary step in medical imaging for diagnosis and monitoring of eye
diseases. A preprocessing step, in general, means applying techniques and methods
to improve the quality and clarity of the retinal images before further analysis or
interpretation, and it is an integral part of the analysis and interpretation of the
same. Diabetic retinopathy, glaucoma, and age-related macular degeneration are
diagnosed using this step. The following are general techniques that are normally
used in the preprocessing of retinal images [15]:
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Biometrics such as retina verification commonly use the FFrFT algorithm due to its
efficiency in handling both time-domain and frequency-domain information.
Retina Verification using FFrFT Algorithm involves the following general steps [7,

22]:

FFrFT algorithm is often used in biometrics like retina verification due to its ability
to handle both time and frequency-domain information effectively. Below are the
general steps involved in Retina Verification using the FFrFT Algorithm [5, 24]:

a)

b)
c)

d)

Retinal Image Preprocessing

Retina Image Acquisition: Scanning is done by high-resolution retina
scanners.

Grayscale Conversion: It reduces computational complexity.

Retina Image Normalization: It should be standard in size, brightness, and
resolution.Noise Elimination: Employ filters like Gaussian or Median filters
to eliminate noise. Gaussian or median filters serve to eliminate noise.
Retina Image Enhancement: Improve blood vessel structure using edge
detection methods or morphological operations.

Feature Extraction

a)Segment Blood Vessels: Using vessel segmentation techniques (e.g., thresholding,

b)
c)

morphological operations, or matched filtering), it is possible to extract
prominent vascular patterns.

Region of Interest (ROI) Selection: Choose an optical disc or another region
with unique vascular properties to focus on for feature extraction.

2D Grid Formation: Subdivide the ROI into smaller grid sections to prepare
for FFrFT computation.

Applying the Fast Fractional Fourier Transform
Image Transformation

Apply the FFrFT to the segmented vascular patterns or ROI grid to obtain
fractional frequency-domain coefficient
Using the FFrFT, extract fractional frequency-domain coefficients from
segmented vascular patterns or ROI grids.
Different fractional orders can be used to extract frequency-domain
patterns reflecting the unique structure of the retina.

Retina Image Feature Representation:

Determine important features of FFrFT coefficients, such as magnitude,
phase, and energy, to facilitate subsequent matching.

Matching the Features
Creation the Dataset

Maintain FFrFT coefficients (features) of enrolled users in a database.
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Measure the Similarity: Measure similarity between the test retinal image
and the stored database using similarity metrics such as: Euclidean
Distance, Correlation Coefficients, and Cosine Similarity.

Verification and Decision

Thresholding
Assess whether the test image matches the stored image.

Classification
Users are accepted as authenticated if their similarity score exceeds the threshold;
otherwise, they are rejected.
Post-Processing includes; applying error correction techniques to noisy or imperfect
images, and adding new samples to the database if the system requires greater

robustness. To verify that the retinal image captured by the system is accurate, the
following Figure 1, shows the steps must be taken:

Tier-2

WSN Side

Tier-3 Server

Tier-1 Server

Figure 1: The System Retina Image Verification
Results and Discussion

A biometric verification system can be enhanced significantly by utilizing the FFrFT
algorithm. By processing signals efficiently in fractional domains, it improves
feature extraction and robustness [20]. However, the choice of transform order (a)
is crucial and needs to be optimized depending on the biometric modalities to be
used. A real-time adaptive mechanism could be explored in future research [2].
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Based on the presented results, the accuracy. Efficiency, and Robustness that were
obtained can be described below:

Accuracy

FFrFT consistently outperformed FFT, achieving a 15-20% reduction in EER across
datasets.

Efficiency

The algorithm demonstrated a 30-40% reduction in computation time compared to
direct FFrFT.

Robustness

The method showed improved resistance to noise, maintaining high verification
accuracy even with signal distortions [6, 18].

Similarity Measurement Parameters

Usually, several parameters are involved in measuring similarity between retinal
images when analyzing and comparing them. Using these parameters, we can
quantify how similar two retinal images are. They are commonly used in fields like
medical image analysis, retinal disease diagnosis, and biometric verification. Here
is a statistical measures parameters for comparing retinal images [19]:

Mean Squared Error (MSE): Measures pixel-by-pixel differences. (This metric
calculates the average squared difference in pixel intensity between two images [8,
13].)

MSE = —— ¥, S5 [5G J) = L3 )] )

Where A comparison is carried out between images I,I, and and M N are the
dimensions of the images.
Peak Signal-to-Noise Ratio (PSNR): Ratio of maximum possible pixel intensity to
noise (differences) in an image.
= MaAxE

PSNR = 10.log;( MSE) 8
An image's MAX,; value represents its maximum pixel intensity (for example, 255
for 8-bit images).
Structural Similarity Index (SSIM): (Captures luminance, contrast, and structural
similarity). Image similarity is assessed by luminance, contrast, and structural
information [4, 18].

SSIM(Il,Iz) — (2pu11 pi2+€1)(2g1112+C2) (9
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C1,C2 : Stabilizing constants.

Normalized Cross-Correlation (NCC): (Evaluates the level of resemblance between
two images). Calculates the correlation between two images with corresponding

pixels, normalized by intensity variations [12, 24].

NCC = YN ER=1 00— 10) Sy (x' ()=o)

JE N -n0)2E S (& ()02
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Where p denotes the mean of the original image and pr signifies the mean of the
remodeled image. Table 1, qualified PSNR ration and MSE compression can be

found as follows:

Table 1: Psnr Ratio and Mse Comparison
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In Figure 2, we can see that there is a scheme which enables us to calculate qualified
PSNR ratios and MSE compressions by using the equations in the following way:

200000
150000 ] .
100000 —
B PSNR
50000 B MSE
0
Retina|Retina|Retina|Retina | Retina | Retina | Retina|Retina
-50000 #1 #2 #3 #4 #5 #6 #7 #8
Gaussian Filtering Median Filtering

Figure 2: PSNR ratios and MSE Compressions of all Dataset Images
Conclusion

Using Fast Fractional Fourier Transform (FrFFT ) algorithms to advance biometric
verification systems has been demonstrated in this study. By enhancing feature
extraction and improving matching accuracy, it addresses key challenges in
biometric technology. FrFFT offers a robust, scalable, and efficient solution for
security, identity verification, and access control systems.

To advance biometric verification, the FFrFT algorithm is an extremely useful tool.
The technique addresses a number of computational challenges, which gives rise to
real-time, accurate, and robust biometric systems that can be applied to a wide
range of applications. With further research and development, it may be possible to
expand its applicability and create more secure and efficient identity authentication
systems as a result.

To further optimize FrFFT's performance and extend its application to multimodal
biometric systems, future research should integrate machine learning techniques.
Hardware acceleration and real-time implementations will also facilitate its
adoption in resource-constrained environments.
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